Job title: Cyber Security Monitoring & Analysis Senior Analyst / Analyst (QNB2922).
Job Summary:

Responsible for analyzing information and intelligence relevant to threats facing the systems,

infrastructure, and resources critical to QNBAA. Analyze cyber threats and security intelligence

and determining indicators of compromise that are relevant to the QNBAA environment.

Job Requirements:

» Provide advanced analysis of security intelligence feeds and communicate / escalate for severe
intelligence findings.

Develop Intelligence analysis, Adversary TTP analysis in network and host-based attacks.

Responsible for hunting for indicators of compromise, using various toolsets, based on
intelligence gathered.

Develop and report threat hunting hypotheses based on applicable security threats to the
organization.

Execute threat hunting operations based on hypotheses reports across varied environments.

Report observations found during threat hunting in detail to support development of
organization’s security posture.

Perform administrative tasks per management request (ad-hoc reports / trainings).
Review and adjust escalated threat intelligence report.

Develop effective threat intelligence research and predict trends in cybercrime based on current
activity.

Utilize threat intelligence platforms and tools to mitigate potential threats to users, networks,
and data.
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» Distribute shared I0C’s, vulnerabilities, patches, or updates from external threat intelligence
source (CBE, VISA, Master, SWIFT, etc...) to stakeholders and follow up till remediation.

Ensure adhering to policies and procedures in order to guarantee that QNB ALAHLI business in

conducted in compliance with Local Laws, CBE, QNBAA Rules and Regulations, as well as,

International Standards.

» Ensure the correct functioning and implementation of Permanent Supervision system,
compliance, money laundering and workplace success guidelines whenever &amp; wherever

possible.
Education:
Bachelor’s degree in Computer Science or Electronics &amp; Communication Engineering.

Experience:

Sufficient experience.
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